
OFFICE OF THE ATTORNEY GENERAL 

STATE OF ILLINOIS 

Kwame Raoul 
ATTORNEY GENERAL 

December 22, 2025 

RE: Reporting Pursuant to 815 ILCS 530/1 et seq. 

Honorable Members of the Illinois General Assembly: 

Pursuant to the requirements within the Illinois Personal Information Protectin Act (“PIPA”), 815 ILCS 
530/1, et seq., on April 15, 2021 the Illinois Attorney General’s Office provided the Illinois General 
Assembly with a data breach notification pertaining to an incident affecting the Attorney General’s 
Office computerized network.   

Under the requirements of Section 25 of the above referenced Act, the Attorney General’s Office is 
providing an annual report pertaining to the ongoing corrective measures that have been taken to aid in 
preventing future breaches from occurring. 

In order to ensure the integrity, security, and confidentiality of our network, data, and infrastructure, 
the Attorney General’s Office provided the Illinois General Assembly with a condensed subset of 
enhancements which the office was able to share publicly.  This prior list was shared on December 30, 
2021. 

Since that time, and through the current date, the Attorney General’s Office has continued with what 
has, and will continue to be, an ongoing process of integrating and implementing additional software, 
hardware, and personnel, in order to keep pace with the necessary technological, physical, and legal 
safeguards available to ensure the integrity, security, and confidentiality of our network and data. 

I am happy to answer questions or discuss further as needed. 

Sincerely, 

Elizabeth Blackston 

Elizabeth Blackston 
Assistant Attorney General 
Chief, Consumer Fraud Bureau, Southern Region 
Chief Privacy Officer 
Illinois Attorney General’s Office 
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500 South Second Street 
Springfield, IL 62701 
Elizabeth.Blackston@ilag.gov 
217/725-8649 
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